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website
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What is identity proofing?

We need to verify a few more things

Please answerthe following questions or skip this and have a PIN number mailed to
your address of record.

For individuals creating a username and password =
for the first time; identify proofing helps when

there is no email or phone number on file.
- E":;I;ﬂcr:i'z:t:;rﬁgl orwas the last four digite of your cellular

« The verification process starts by entering a cell S—

phone number used to verify information against o
phone records and public/proprietary data sources - [
through Experian. SO

 If successfully verified, a verification code is sent
prior to creating their username and password.  rmen

« If we are unable to verify their identity, we then Your Retirement Partner

Verification code: 372095

This number expires in five

attempt to validate with credit related questions. minutes. Please do not reply o

this message.

FOR ILLUSTRATIVE PURPOSES ONLY.
FOR PLAN SPONSOR OR FINANCIAL PROFESSIONAL USE ONLY.



Online registration options

How to register with email or phone number on file:

- Create a username and password after providing required 3 data points Participant Login
and entering a verification code sent by text or email to contact
information. 4 Usemame
B Password &
How to register without email or phone number on file: Login help?

result is either a text message verification code or answering multiple

choice questions. REGISTER

1. ldentity proofing: Verify information against phone records and public/
proprietary data sources through Experian (does not impact credit). The

2. Call into the call center.

3. Receive a PIN.

FOR ILLUSTRATIVE PURPOSES ONLY.
FOR PLAN SPONSOR OR FINANCIAL PROFESSIONAL USE ONLY.



Experience with email and/or phone number on file

Online registration
« 3 points of authentication
« (reate username and password

« Multi-factor authentication (MFA) code set to email or phone number on file

Account verification o Two step authentication .
Create username and passworc S Two step authentication

| do not hawve a PIN ave a FIN J | have a plan enrofment code Wnere snould we send your code? Enter the code

USERHAME

Social Security Number
i Text me I
» ‘ ‘ » E‘ » [] Rememier this device (do not sel=ct on public devices)

Rezsnd coce

ZIP | Postal Code
IIALI‘C'M"-IIJ I:. .:I Ca” " :Sl.l —

Date of Birth MM/DDM Y'Y
BE-ENTER PASSWOEED
i Email me @

Already have 3 code?

Send code

FOR ILLUSTRATIVE PURPOSES ONLY.
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ATH 1: Experience without email or phone number on file

Participant Login

I Identity verification
Usermame Make a selection below to verify your identity.

By clicking "l agree, continue” you authorize us to send you a text with a venification
code,and to validate your phone records with mobile provider for the sole purpose of - i i i
Lﬂlgiﬂ I”-IE'||:"H"" verifying your identity. These records may include access to public and proprietary Verification codes. for enhanced security will be sent to the email address or phone
— = sources and contain data such as your name, device, and billing information, as well number you provide below.
as it may include your personal credit profile and non-financial data. Accessing this
data will not affect your credit score,

Once you click °| agree, continue” you will receive your verification code via text
within five minutes. Use this code on the following page to continue the login process,
If you prefer to skip this process, click "Skip, mail PIN" and a verification PIN will be
mailed to your address on record.

rovide contact information

PERSONAL EMAIL ADDRESS

PHONE NUMBER

(401) 864-1894

Enter verification code

| AGREE, CONTINUE o

Code sent. Please keep this window open until you receive your code. Create username and password

You should receive the code within three minutes.

Account verification

_ _ . USERNAME
nter the information below to verfy your account.

| do not have a PIN | have a plan enrclfment code

VERIFICATION CODE PASSWORD

372095

Social Security Number

Didn't receive the code?

RE-ENTER PASSWORD

ZIP | Postal Code

10:28 AM

I52813 : REGISTER

Date of Birth MM/DDMAYYY

Your Retirement Partner
Verification code: 372095
This number expires in five

minutes. Please do not reply to PhOne number USEd fOr |dent|ty Ver|flcat|0n |S

this message.

prefilled. Personal email and phone are
required to complete registration.

FOR ILLUSTRATIVE PURPOSES ONLY.
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PATH 2: Experience withou

Participant Login

L Username

B Password

Verification codes for enhanced security will be sent to the email address or phone

number you provide below.

email or phone number on file

Identity verification
Make a selection below to verify your identity.

By clicking "l agree, continue” you authorize us to send you a text with a verification
code,and to validate your phone records with mobile provider for the sole purpose of
verifying your identity. These records may include access to public and proprietary
sources and contain data such as your name, device, and billing information, as well
as it may include your personal credit profile and non-financial data. Accessing this

ide contact information

PERSONAL EMAIL ADDRESS

Two step authentication

To confirm your identity, we will send a verification code to the phone numDer or email
address listed for your account.

Where should we send your code?

) Text me B':‘

L‘:'g | n hE‘ | IL? data will not affect your credit score,
Once you click °l agree, continue” you will receive your venfication code via text 2
within five minutes. Use this code on the following page to continue the login process. ) Call me K
SIGN I N If you prefer to skip this process, click "Skip, mail PIN" and a verification PIN will be Create username and password
mailed to your address on record, P
USERNAME
PHONE NUMBER O Email me @
(401) 864-1894
PASSWORD
Already have a3 code?
‘ m I AGREE, CONTINUE g~
w RE-ENTER PASSWORD
Account verification — . Weneed to verify a few more things
nter the information below to verify your account. Please answer the questions below
REGISTER
ldo nothavea PIN § I have a PIN | | have a plan enrcliment code ~
Your credit file indic ates you may have a mortgage loan opened
Social Security Number around July 2005. Whois the credit provided for this account?

QO DREDT ANANCE HOLDING TRLST
@ SUNEET NIIONAL MORTGAGE
ZIP | Postal Code O VELSFRGO

QO NONEOFTHEABOKLE

Two step authentication

Code sent. You should receive the code within five minutes.

[[] Remember this device (do not select on public devices)

Enter the code

Date of Birth MM/DD/YYYY ‘ |
Which of the following is or was the lastfour digits of your cellular
telephonenumber?

o Re=znd code

a XOEXX-1111
- S =
O X0E00E3333

Your credit file indicates you may have an auto loan opened
aroundMarch 2017.Who is the aredit provider for this account?

QO aiEZENs AUTO

FOR ILLUSTRATIVE PURPOSES ONLY. @ HONDA MOTCR
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How does identity proofing work?

PASS

« Text message received or answered
guestions correctly.

« Provide email and phone number.
« (reate username and password.

We found you!

\erification codes forenhanced security will be sentto theemail or phone number you

vide contactinformation

............

FOR ILLUSTRATIVE PURPOSES ONLY.
FOR PLAN SPONSOR OR FINANCIAL PROFESSIONAL USE ONLY.

FAIL/SKIP

A skip is when user does not agree to continue with process.

A fail is when user is unable to receive a text message, cannot answer
questions correctly or has indication of fraud, i.e., participant is deceased
and is attempting to register for website.

User will call the call center or PIN will be mailed.

Unable to continue

®

Please contact our Customer Service at
1(800)-555-5555

Your request has been confirmed

~N

-‘-_E A PIN will be mailed to the address on file.
Your PIN should armive within 5 business days. If you
haven't received it by then please call 1-3443-728-3279 10
request another one



FAQS

Whom does this impact?

Those with no email or phone number on file and have not received a PIN.
Both email and phone number are not required; this process only applies
when current contact information is missing from the account.

What happens when someone is unable to receive a text message and
fails the identity proofing questions?

Identity proofing via the website is locked for 14 days to add an additional
layer of protection. Users can call Customer Care for immediate assistance.

What data is Empower sharing with Experian?

After consent from the participant, a match of the individual’s full name,
address, phone number and SSN is made with Experian records. Data sent
from Empower is not loaded to Experian systems.

What information do we get from Experian for this process?

Experian sends back to Empower a “pass” or “fail”. Empower does not host
the identity proofing questions or answers, Empower has developed this
functionality using an APl (a way to connect to a third party without leaving
the original website), so when a user gets to that portion of the registration,
they are actually answering questions directly with Experian.

FOR PLAN SPONSOR OR FINANCIAL PROFESSIONAL USE ONLY.

Does this solution work for individuals living outside of the
United States?

Yes, individuals who live outside the United States have an ability
to be identified through the verification process.

Does this solution work for individuals with frozen credit?
Yes, with the addition of the new enhancements individuals that
have frozen credit now have an ability to be identified through the
verification process.

Who is Experian?

One of the three primary consumer credit reporting agencies in
the United States. Experian collects and aggregates information
on over one billion people and businesses.



Disclosures

"EMPOWER” and all associated logos and product names are trademarks of Empower Annuity Insurance Company of America.

Empower refers to the products and services offered by Empower Annuity Insurance Company of America and its subsidiaries. This material is for
informational purposes only and is not intended to provide investment, legal, or tax recommendations or advice.

The products available on the site are made available by Experian. Empower Retirement, LLC and its affiliates are not affiliated with Experian or
responsible for the products available or the information or content provided. Empower may receive referral payments from Experian.

©2023 Empower Annuity Insurance Company of America. All rights reserved.
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